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FEATURE HIGHLIGHTS

OVERVIEW

MassTransit 5.1 introduces a new feature that allows@®irectory users connected to an Active Directory-mthbassTransit
Enterprise Server to authenticate to the MassTraBWeb interface without typing a username and password.t&bhnology,
known as Single Sign-On (SSO), works with popular browseidiorosoft Windows and Mac OS X when connecting tdl8rweb
server.

The end result is an environment that is more streachtind intuitive for end users, and helps administratdtsrbmanage their
MassTransit systems in a larger computing environment.

BEFORE YOU BEGIN

This document assumes that MassTransit Enterprise ighmr is installed and running, and is properly configurettess an
Active Directory domain or forest for authenticatiém addition, it is assumed that the MassTransit ircgtdnas been configured to
use MTWeb, and that MTWeb has been properly configuredse.

For additional information on configuration MassTransintegrate with Active Directory, or, for MTWeb Configiion, please see
the documentation that came with the product or contamipSrogic Support for assistance.

Group Logic Support
www.gr ouplogic.com/knowledge
(703) 527-7979
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CONFIGURING SINGLE SIGN-ON

The server running the SSO-enabled MassTransit MTWielponents must be bound to the organization’s Activedbory domain.
This will allow the web server (Microsoft Interneférmation Services) to pass credentials received viadihebrowser to
MassTransit and Active Directory for authenticatitithe machine is not bound, or if you are unsusk,yeur organization’s
network administrator for assistance.

To configure SSO, follow these steps. If you have netipusly configured MTWeb for use in your environment, plaasethe
documentMassTransit Enterprise Web Configuratidrhese steps will assume you already have MTWeb running.

aprwN PR

© ®© N

11.
12.
13.

14.

15.
16.

Launchinternet Information Services (1IS) Managesm Administrative Tool®n your Windows server.

Right-click on the Web Site hosting the MTWeb interfaldee default name for this siteN§TWeb Click Properties
In the resulting dialog, click theocumenttab. Ensuré&nable default content page selected.

Click Add and in theAdd Content Pagdialog, typesso.phpClick OK.

Move sso.phpo the top of the list by clicking tHdove Upbutton. Ensuraso.phgs listed abovéndex.phpif it exists.
21|

Directary Security | HTTF Headers | Custor Errors | ASP.MET |
Web Site | Performance | ISAPI Filkers | Home Directary Documents

¥ Enable default cortent page;

.ph
sso,php add...

Remoye |
I¥ae p TayE Do |

—1 Enable document Fooker

Append an HTML formatted Footer bo every document your 'Web

server refurns,
Browse.. |

oK I Cancel | Apply | Help |

Click on theCustom Errordab. TheError messages for HTTP errosection has a list of HTML documents used when IS
encounters an error. Six (6) 401 errors are listede&adn 401 error, clickdit. EnsureMessage typés File, and then click
Browseto locate the 401.html that is provided in the MTWetmponents. This file is generally located in the following
location:

C:\Program Files\Group Logic\MassTransit Server 5\MTWeb\webroot\401Ldrt

C:\Program Files\Group Logic\MassTransit Server 6\MTWeb\webroot\401.ht

Apply this new file to all 401 errors.

Click OK to continue.

Next, right-click on thesso.phdile in theMTWebroot insidelnternet Information Services (11S) Manag@iick Properties.
Click theFile Securitytab. In theAuthentication and access contsaction, click thé&dit button.

. In theAuthentication Methoddialog that appears, ensiieable anonymous accesaot checked and ensurgegrated

Windows authenticatigrunderAuthenticated accests checked.

Click OK, then click OK again.

Next, open the PHP configuration fifghp.ini, located in the Windows installation folder, gener&@iyWindows

Find the optiorsession.save_pa#nd set this t6C:\php\sessiondata’(including the quotation marks). If this option is
commented out (preceded by a semicolon *;’) remove dh@ment to make it active. Save the file, and clase yext editor.
Thesessiondatdolder in the previous step may not already exist inGidighp. I this folder does not exist it must be
created. Navigate t6:\phpand right-click, select New, then select Folder. Rdhe foldeisessiondata

Right-click on thesessiondatdolder and click Properties. Click ti&ecuritytab.

Add privileges for thénternet Guest Accouaind the localUsersgroup by clicking the Add button. ClicRbject Typesand
selectUsersandGroups Click OK. Click Locations and select the computer in thecationswindow that appears. Click
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17.

18.

19.

OK. In theSelect Users or Groupsindow, click AdvancedClick theFind Nowbutton. Select both the Internet Guest
Account (USR_MACHINENAME) and the locaUsersgroup by clicking the first, holding down ti&&r'RL key, and
clicking the second. Click OK, then click OK. Inside #essiondata Propertiegindow, click thelnternet Guest Account
user, and, undérermissions for.,.allow Full Control. Next click theAdvancedutton. In the “Advanced Security Settings
for sessiondata” window check the box next to “Replacmizsion entries on all child objects with entries shinere that
apply to child objects.” In the Security dialog that appaasd click Yes. Repeat for thésersgroup. Click OK.

sessiondata Properties x|

Generall Shating  Security |Web Sharingi EustomizeI

Group or user names;

[ ¥ irtemet G L
!ﬁ METwWORK SERVICE
€3 SvSTEM
!ﬁ Jzers MM AWS2KISE LB sars)
T
4 B
Add. | Bemove |
Permizzions for Intemet Guest
Account Allow Deny
Full Control O &
M adify O
Fiead & Execute O
List Folder Contents O
Fiead O
W ribe
[ R [ m P P, ! E LI

For special permizsions of for advanced settings. Advanced I
click Advanced. =
oK I Cancel | Spply |

Navigate to the folder where MTWeb is located. Thigarerally QProgram Files\Group Logic\MassTransit Server 5
Right-click onMTWel then click Properties. Similar to the previous stépwaRead & Executpermissions for thinternet
Guest Accourand the locaUsersgroup. Do not set advanced permissions for the chjétish

Inside theMTWebfolder set the permissions for tharsedandtemplates_dolders. If these folders are not empty, delete
their contents prior to completing this step. Applyl Control permissions for thnternet Guest Accouiind the local
Usersgroup on th@arsedandtemplates_dolders. Also set the advanced permissions for chijelctdbfor theparsedand
templates_dolders, see Step 16.

Restart IIS by right-clicking on the machine name inlé¢ffichand pane of the 1IS Manager, selectitigrasksand choosing
Restart IIS..In theStop/Start/Restart.dialog that appears, chod3estart Internet Services on MachineNaare click
OK. 1IS will restart.

Configuration of single sign-on is now complete fouyMassTransit MTWeb server.

Under certain circumstances it might be necessary totaira both single sign-on and regular authentication mesiefior the same
MassTransit MTWeb server. If that should be the cladlew the steps below:

1.

2.

Configure single sign-on as described above.

In thelnternet Information Services (IIS) Manageght click on the Web Site hosting the MTWeb inded and seled¢tew
->Virtual Directory...
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3. TheVirtual Directory Creation Wizarapens up. Clicklext

¥irtual Directory Creation Wizard il
Welcome to the Virtual

% Directory Creation Wizard

This wizard will help you create a new Yirtual Directom on
thiz Web site.

Click Hext to continue.

< Back Cancel |

4. Assign an alias to the virtual directory, suciNasSSQand clickNext

¥irtual Directory Creation Wizard x|

Yirtual Directory Alias
S

“ou muzt give the virtual directory a short name, or aliaz, for quick reference. =
A

Type the alias you want to uge to gain access to thiz Web virtual directon. Use the
zame naming conventions that you would for naming a directon.

Aliaz:
INDSSD|

¢ Back I Mest » I Cancel |

5. Browse to the same location on disk as pointed to by #fesite hosting the MTWeb interface and clhigdxt

¥irtual Directory Creation Wizard x|

Web Site Content Directory Q
Where iz the content pou want to publizh on the 'web site? ==

Enter the path to the directony that contains the content.

Drirectory:
“Program FileshGroup LogicikassTransit Server B Thwiebumebroot Browse... |

¢ Back I Mest » I Cancel |
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6. Make sureRead Run Scripts (such as AS&)dExecute (such as ISAPI applications or C&8igckboxes are checked and
click Next

¥irtual Directory Creation Wizard x|
Access Permissions Q
What access permizzions do you want to get for this virtual directong? %
A

Allow the following:

¥ Bead
[ Run scripts [such as A5F)

v Erecute [such as [S4P| applications or CGIE
[ wirite
[ Browse

Click Next to complete the wizard.

¢ Back I Mest » I Cancel

7. Click Finish.

¥irtual Directory Creation Wizard x|

You have successfully
completed the Virtual
Directory Creation Wizard.

Click Finigh to continue.

<Back i Finish

Cancel |

8. Inthelnternet Information Services (11IS) Manageght click on the newly created virtual directoryiesePropertiesand in
the resulting dialog, click thBocumentdab. Ensuré&nable default content padge selected.

9. Click Add and in theAdd Content Pagdialog, typendex.php Click OK.
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10. Move sso.phpo the top of the list by clicking tHdove Upbutton. Ensuréndex.phgs listed abovesso.phpif it exists.

NoSSO Properties e
HTTF Headers | Custom Errors | ASPMET
Virtual Directory Documerts | Directory Security

index. phy
index php Agd.
E Bemove

—1 Enable Document Footer

|l

I Browse.,..

Ok I Cancel | Lpply | Help |

Configuration of the regular authentication entry pointh®MTWeb web site is done now. Users not wishingab being able to use
the single sign-on mechanism will be able to naegatthe MassTransit authentication page directlggpending the web site’s
URL in their browser witliNoSSO
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CONFIGURING INTERNET BROWSERS

Due to security considerations, modern web browserswilautomatically provide authentication information tdw#es unless
they are part of your local intranet or explicitly eefd within the browser’s configuration parameters. €hgures that authentication
information isn’t sent to a malicious web site inadeettty, which could compromise organizational security.

These next sections will assist you in configuringaasibrowsers to use the single sign-on feature with $60-enabled
MassTransit Enterprise MTWeb instance.

BEFORE YOU BEGIN

The client machine must be bound to Active Directargrider for this feature to function properly. The eatrlogged-in user must
have a valid Active Directory account, and this acconms$t be associated with a contact within MassTrangitMac OS X,
Kerberos must be properly configured and a valid tickemttgrg ticket (TGT) must be active for the logged-in user.

If the client machine is not presently bound, or, ieasing from a remote location where authenticatidhe Active Directory
infrastructure is not possible, or, if the connectisgr has a valid MassTransit account that is not assdaith Active Directory,
MTWeb users will be presented with a NTLM authentmatlialog on Microsoft Windows and Mac OS X. Users irs¢he
circumstances can “fall back” to the legacy MTWeb |quaige by dismissing the dialog by clicking the Cancel butibpressing
Escape. Due to the way these NTLM authentication dialmgk they will not accept login names for MassTranaititacts that are
not associated with Active Directory. Instead you nuss the “fall back” feature and login from the leghtiWeb login page.

Connect to skunker2003.grouplogic.com (7 -
2
=TT
RN
Connecting to skunker 2003, grouplogic. com. “Autheritication Required '
User name: ﬂ | vl ] -_:-’_/' Enter username and password for "" at http://skunker2003.grouplogic.com
User Mame:
Password: |
[ Remember my password Password:
|1 Use Password Manager to remember this password,
Ok . Cancel [ 0K ] | Cancel ]
NTLM Dialog for Microsoft Internet Explorer NTLDlalog for Firefox (similar on Mac OS X and in Apple Safari)

Apple Safari on Mac OS X does not directly support thistgidd “fall back” and therefore, in order to use thanstard MTWeb
login page, the user must appendex.phpto the MTWeb address, which then bypasses the siiggleos component.

For example, if you are connectingttp://masstransit.company.cothe user should appediex.phpto this address, and then
click Go or press Enter in their web browser to conteebttp://masstransit.company.com/index.php

MOZILLA FIREFOX

Firefox allows you to define “trusted” sites using hostaamP addresses or combinations - including wildcatigiat-authentication
data should be automatically passed to. These stepsfappiyefox versions 1.0 through 2.0 running on both Microgdfidows
and Mac OS X.

1. Launch Firefox.
2. Inthe Address Bar, entaebout:configand then press Enter. A very long list of configuraparameters for Firefox will be
displayed.
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6.
7.

:;‘: ||_| about: config

Using theFilter textbox, typenetwork.negotations options will be returned.

Filter: | network.neg u:ltiatel

Double-click onnetwork.negotiate-auth.trusted-uris

In the resulting dialog, enter the hostname or IP addfébs $SO-enabled MTWeb host. Acceptable inputs af@lag/s:
- IP address (i.e. 10.10.20.80)

- Hostname (i.e. masstransit.company.com)

- Wildcards (i.e. *.company.com or 10.10.20.*

- Separate multiple entries with a comma (i.e. massittaoompany.com,10.10.20.%)

| Enter string value

[ 2, network.negotiate-auth.trusted-uris

rr|asztransit-.company.cnm,lﬂ.lﬂ.EUSdi

[ OK ‘l Cancel |

Once entered, click OK.
Restart Firefox.

Single sign-on configuration for Firefox is now completeuYnay test the functionality by visiting your MTWebtaikation when
bound to Active Directory and authenticated as a userciged with a MassTransit contact. If working propefiyefox will not
prompt you to login. Instead, you will be automaticallyigated to the MassTransit File Transfer page. Youivadirectory login,
in the form ofDOMAIN\USERNAME, will appear in the upper-left-hand corner of the MTVifgbrface.

MICROSOFT INTERNET EXPLORER

Internet Explorer, by default, will automatically providethentication credentials to sites defined as beingp#re Local Intranet.
Internet Explorer contains logic that automatically afiestio identify sites on the intranet network. However, tdugetwork layouts
and other factors, this may not always work reliablyerefore, we need to instruct Internet Exploremtoser your MTWeb
installation as part of the Local Intranet zone.

1.
2.

Launch Internet Explorer.
From theToolsmenu, clickinternet Options
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3. C|ICk theSecurltytab Then, clickocal intranet

| General | Security |Privacy | Content I Connections I Frograms I Advanced|

Select a zone to view or change security settings.

@ & v O

Internet Trusted sites F‘.estrlcted

Local intranet

b This zone is for all websites that are
found on your intranet.

Security level for this zone
Allowed levels for this zone: Al

Medium-low

- Appropriate for websites on your local network
{intranet)
) - Most content will be run without prompting you
T - Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[¥] Enable Protected Mode {requires restarting Internet Explorer)
Custom level.. Default level

Reset all zones to defaultlevel

oK Cancel Apply

4. Click theSitesbutton.
5. IntheLocal intranetdialog, clickAdvancedIn the resulting dialog, add the URLSs for your SSO-tthMTWeb

installation. You should provide both the DNS hostnantkthe IP address for the server. Unchieekjuire server
verification (https:) for all sites in this zone

You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Websites:
http:/f10. 10, 20,80
http: /fmasstransit. comparry ., com

|| Require server verification (https:) for all sites in this zone

o]

6. Click Close.

7. Verify that Internet Explorers options have not deviatethfthe default by clickin@ustom level..on theSecuritytab.

8. Scroll to the bottom of th8ettingdist. UnderUser Authentication — Logoensure that the radio button fsatomatic logon
only in Intranet zonés selected. Optionally, you can reset IE to the ziwiaults, which are Medium-low.
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Settings

() Disable -

@ Enable

Allow websites to prompt for information using scripted wind:

() Disable

@ Enable

Scripting of Java applets

() Disable

(@ Enable

21 Prompt

82, User Authentication

:}_?J L_ogon

() Anonymous logon
(Y oot logon orly i It zone)
(71 Automatic logon with current user name and password  |—
(2 Prompt for user name and password 3

=
= |

=

o 11 [

*Takes effect after you restart Internet Explorer

Reset custom sethings

Resetto:  [edium-ow (default) v [ Reset. |

9. Click OK. Then click OK ininternet Optiondo apply your changes.
10. Restart Internet Explorer.

Single sign-on configuration for Internet Explorer is now ptete. You may test the functionality by visiting your MTVe
installation when bound to Active Directory and authextéd as a user associated with a MassTransit corftacitking properly,
Internet Explorer will not prompt you to login. Instegdu will be automatically navigated to the MassTraRié Transfer page.
Your Active Directory login, in the form diISERNAME, will appear in the upper-left-hand corner of the MTWhwbrface.

APPLE SAFARI

Safari supports single sign-on out of the box, and reqaoe®nfiguration to use this feature. Safari relies @t S X’s support for
the MIT Kerberos standard for authentication to conrgesirtgle sign-on-enabled services. Active Directossuserberos version 5
for authentication by default.

The Mac OS X machine needs to be bound to the Actirexfory domain to allow for single sign-on to be usdds Teature works
with the built-in Active Directory plug-in and optional thiparty software, such as ADmit Mac from Thursby Software.

When logging in with an Active Directory user account,cNRS X will be assigned a Kerberos ticket that dist#tte services the
user is allowed to use. Safari uses this ticket to cariagce SSO-enabled MTWeb server.

You may test the functionality by visiting your MTWelsiallation when bound to Active Directory and autfcated as a user
associated with a MassTransit contact. If working prigp&afari will not prompt you to login. Instead, yaill be automatically
navigated to the MassTransit File Transfer page. Yotiv&®irectory login, in the form dOMAIN\USERNAME, will appear in
the upper-left-hand corner of the MTWeb interface.
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ADDITIONAL INFORMATION

OTHER BROWSERS

Other browsers may work, but have not been testednhaychot provide the higher levels of security when using.3Ss
recommended that you use the browsers mentioned in thisméot when accessing your SSO-enabled MTWeb instance.

Copyright © 2008, Group Logic, Inc. All Rights Reserved.
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